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To the extent that authorised third parties (aassrm#inayu their personnel, 204 LSl 1]
praocess. store. create.or access Citv dafa and [T svstems there exists an obligation o nrotecr Cirv dafa ~»t-
systems from unauthorised access, copying, reproduction, transfer, dissemination, destruction, deletion,
corruption or alteration by any person or organisation.

This standard applies to all such authorised irties: Aifdpe “ " with the Data Security Standard
AmeEisiteEaere in addition to any general conditions of contract or service agreement.
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into the City's Data

A amricfraverses Seistinrit s

o Imrlomart-2piurintein.a marbad-ko T, detect, investigate, and remediate intrusions and
incidents of their

e Ensure that City Data is encrypted to protect it from unauthorised use or disclosure while in transit, in
storage or at rest.
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e Ensure vendor.yiclerd.ir passwmcios snsecurity keys are not used

e Implement multi—factorauthent|cat|on for  remote access to its IT systems.

e Align with the principals of {aaer rsisilng cemasks2q aduigsling i,
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° which relate to the access.or.useof Citv.Data.are kept for a minimum s isake{12)
months

in its IT Systems
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e Develop and mamtam an abilify to detect and resnond ta secyritv threats.
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ror back-up system used to provide the Services
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e Provisian. and_mainfain anpronriate firewalls._antizmalware and intrusion detection software to
protect all its IT Systems

Where the €a=sizag nroyida.issanaifacing IT Systems traversed by City Data the following must be
configured:
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e Prevent administration of the internet f
by the City and nsuisicnedanish phulttFactar Mdfharbcerian.

e Comply with Good Industry Practice security settings WiriBDS T [Qbhe..,
Service” " being exposed to the Internet
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Vulnerability Management

If an. acrual or. not@nﬂal ipmrimmJmenahujm»which may.cause. a. Data Defect or Data Breach, is pi/blig/
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e Validatethe .DOT.EDUF;LPXDQS!iI.QOfACII..\/q actual, or potential security
vulnerability.

o Take semssutsmhewediifTi Ry ina e r et ENOnmESa i e aws
reasonably commensurate with the risk associated with the vulnerability; and
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Security Breaches and Incident Investigation Support
In the event of an incident or potential Data Breach that impacts Cjtv.Data. .

e fantagithpding.
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Data Breach.

Third Party Personnel
Whree-niid aagigshave personnel who kaves

° They perform background checks on these personnel
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AerSonTiEparty data security standard
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Right to Scan
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Return or Destruction .47 53 Service Risengagamant-
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KEY TERM DEFINITION
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° nqits stihcantractars).for
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the purpose of providing or utilising sh@esrieag.
° Contractors Informatlon Security Pollcy is t-~ 7~~~ own Information Security Policy or
inf it thiriData Security Standard
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o Contractor is a third-party

e Data Breach ==~ mmshoe
City’s Data.

e Data DefPQE - 3
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o ILLwiggsaa meansany information technology infrastructure used by a party, that stores, processes,

re- Jsea oy tae Contractors Rersaonne. ditrecndowdav: nirastr.chubcontractors that stores,

e Internet Facing IT Systems — IT Systems that are accessible via a gublicheaccoccibl
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e Services — ne=service.(s) provided to the City under an agreement and includes an.incidantal..
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ROLES AND RESPONSIBILITIES
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gaimstandard and ensure it is being complied with
e Annrave variafions.aramendments.to this standard..
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https://www.first.org/cvss/
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